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Smart contracts: What investors need to know 

Key takeaways 

• Smart contracts are programs stored on blockchains that automatically execute the terms of an agreement
when predefined conditions are met without the use of an intermediary.

• We believe that, with proper due diligence to avoid particular risks, smart contracts offer speed, efficiency,
accuracy, security and transparency — features that may accelerate the adoption of digital assets for both
simple and complex transactions.

Smart contracts are one of the important innovations driving the adoption of digital assets. They expand 
blockchain technology beyond simple payments, enabling more complex and practical applications.1 For investors, 
understanding smart contracts is key to appreciating how digital assets are evolving and where opportunities—and 
risks—may lie. 

What Are smart contracts? 

A smart contract is a program stored on a blockchain that automatically executes the terms of an agreement when 
predefined conditions are met—without an intermediary. 

For example, parents could create a smart contract that releases funds to their child when they turn 18. This 
automation removes the need for an intermediary to manage the process. 

Interestingly, the concept of smart contracts pre-dates modern digital assets. Nick Szabo, a computer scientist, 
coined the term “smart contracts” in the mid-1990’s; describing early smart contracts as “computerized 
transaction protocols that automatically execute the terms of a contract.”2 It wasn’t until 2015, however, when the 
introduction of Ethereum popularized the use of more easily programmable and practical smart contracts on its 
blockchain. Today, smart contracts are being used across a wide range of digital assets and help facilitate more 
efficient and complex digital transactions.  

1. Blockchains are digital ledgers secured by cryptography that are used to record information, such as transactions, without the need for a central entity. For more 
information on blockchains, please see Wells Fargo Investment Institute’s “Blockchain technology basics” published on November 13, 2025. 
2. Smart contracts, Satoshi Nakamoto Institute. 1994.

December 17, 2025 

Investment and Insurance Products:       NOT FDIC Insured       NO Bank Guarantee       MAY Lose Value 

Special Report 



Special Report | December 17, 2025 

© 2025 Wells Fargo Investment Institute. All rights reserved. Page 2 of 4 

Key benefits of smart contracts 

A smart contract fulfills the same role as a traditional contract, but with benefits that can enhance the experience 
for all parties involved.  

• Speed and efficiency: The automation of smart contracts removes the lags caused by third-party 
intervention – effectively streamlining and speeding up the process. One example can be seen in real estate 
transactions. Smart contracts can be coded to verify that deposits or payments have been collected, verify 
that necessary paperwork is completed, and ensure that all conditions of the sale are met. Once the 
conditions are met, the ownership is transferred to the buyer and funds are transferred to the seller – 
minimizing the potential for processing delays. The blockchain functions as a secure ledger, and there is no 
need for an intermediary, such as a bank.  

• Accuracy: Smart contracts utilize code-based rules, reducing human error and ensure that the contract is 
being carried out accurately. Code-based rules simply mean the smart contract will only perform the 
functions coded into it, nothing more and nothing less. For example, if you purchase travelers’ insurance 
for a trip, and your flight is delayed or cancelled, a smart contract could be used to accurately verify the 
flight delay or cancellation by cross-checking flight tracking data and then automatically compensate you 
according to your insurance policy.  

• Security and Transparency: Smart contracts are stored on blockchains and utilize the same features that 
are used to secure the blockchain itself. Any payments occurring as a result of the contract also must be 
verified by blockchains’ consensus mechanisms.3 Additionally, the exact terms of the agreement are 
directly coded into the smart contract, making the terms visible to all parties. Essentially, once the smart 
contract is coded, no party can change the terms, and only when specific pre-defined conditions are met 
will the contract be carried out. 

Real-world uses of smart contracts 

Smart contracts can be used for both simple and complex agreements. For example: 

• Simple: Automatically sending money to a child on their birthday. 

• Complex: Managing real estate transactions.  

This technology is a big reason why digital assets are becoming more practical. Instead of just sending payments, 
smart contracts allow for more detailed agreements to occur automatically when predefined conditions are met.  

Example: Paying Rent with a Smart Contract 

Imagine a landlord and tenant agree to use a smart contract for monthly rent payments. Here’s how it works: 

Step 1: Create the Contract 

The landlord sets up a smart contract on a blockchain. It includes a rule: 

“If the tenant sends $1,500 by the first of the month, then confirm payment and update the record.” 

Step 2: Monitor Conditions 

The smart contract checks if the payment was sent from the correct digital wallet, on time, and for the right 
amount. 

 
3. “Blockchain Technology”, Wells Fargo Investment Institute. November 13, 2025. 
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Step 3: Execute the Agreement 

Once verified, the smart contract automatically transfers $1,500 to the landlord’s wallet and records the 
transaction on the blockchain. This creates a permanent, secure record of all rent payments. 

Risks to keep in mind 

As with many emerging technologies, smart contracts are not without risk. Here are the main concerns: 

• Coding errors: Smart contracts are only as reliable as their code. Mistakes in the code can cause the
contract to fail or behave unexpectedly.

• Lack of flexibility: Once deployed, contracts can be hard to change — even if laws or circumstances change.

• Fraud risk: A lack of coding knowledge can leave room for bad actors to embed hidden rules into the smart
contract. This makes technical knowledge or trusted developers essential.

Digital asset adoption is accelerating, with the total digital asset market capitalization growing from around $776 
billion in 2020 to more than $3.2 trillion as of November 2025.4 We believe innovations, such as smart contracts, 
are a key driver of digital asset adoption. The ability for smart contracts to accurately process simple and complex 
transactions while utilizing the security and transparency of blockchains is an attractive feature for both 
individuals and businesses. Additionally, users benefit from the potential efficiencies of smart contracts, as they 
can remove the lag and fees associated with a third-party. As shown in our rent example, both parties stand to 
benefit from smart contracts. The landlord benefits from the automation of collecting rent and maintaining 
permanent records, while the tenant is assured their payment is received and recorded on time — potentially 
avoiding late fees or delays. As with any emerging technology, users should understand the potential risks 
associated with smart contracts and perform proper due diligence to ensure smart contracts perform as intended.

4. Coingecko website, as of November 28, 2025. 
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Risks Considerations 

This document is a general communication being provided for educational purposes only. It is educational in nature and not designed to be taken as advice or a recommendation for any 
specific investment product or strategy. Any examples used are for illustration purposes only. This material does not contain sufficient information to support an investment decision 
and it should not be relied upon by you in evaluating the merits of investing in any securities or products. Any forecasts, figures, opinions or investment techniques and strategies set out 
are for information purposes only, based on certain assumptions and current market conditions and are subject to change without prior notice. All information presented herein is 
considered to be accurate at the time of production, but no warranty of accuracy is given and no liability in respect of any error or omission is accepted. It should be noted that 
investment involves risks, the value of investments and the income from them may fluctuate in accordance with market conditions and taxation agreements and investors may not get 
back the full amount invested.  

Digital assets are not a physical currency, nor legal tender. Investors must have the financial ability, sophistication/experience and willingness to bear the risks of an investment, and a 
potential total loss of their investment. An investor could lose all or a substantial portion of his/her investment. Digital assets  have limited operating history or performance. Digital 
Assets are sometimes exchanged for U.S. dollars or other currencies around the world, but they are not backed or supported by any government or central bank. Their value is completely 
derived by market forces of supply and demand, and they are more volatile than traditional fiat currencies. 

General Disclosures 

Global Investment Strategy (GIS) is a division of Wells Fargo Investment Institute, Inc. (WFII). WFII is a registered investment adviser and wholly owned subsidiary of Wells Fargo Bank, 
N.A., a bank affiliate of Wells Fargo & Company. 

The information in this report was prepared by Global Investment Strategy.  Opinions represent GIS’ opinion as of the date of this report and are for general information purposes only 
and are not intended to predict or guarantee the future performance of any individual security, market sector or the markets generally. GIS does not undertake to advise you of any 
change in its opinions or the information contained in this report. Wells Fargo & Company affiliates may issue reports or have opinions that are inconsistent with, and reach different 
conclusions from, this report. 

The information contained herein constitutes general information and is not directed to, designed for, or individually tailored to, any particular investor or potential investor.  This report 
is not intended to be a client-specific suitability or best interest analysis or recommendation, an offer to participate in any investment, or a recommendation to buy, hold or sell 
securities. Do not use this report as the sole basis for investment decisions. Do not select an asset class or investment product based on performance alone. Consider all relevant 
information, including your existing portfolio, investment objectives, risk tolerance, liquidity needs and investment time horizon. The material contained herein has been prepared from 
sources and data we believe to be reliable but we make no guarantee to its accuracy or completeness. 

Wells Fargo Advisors is registered with the U.S. Securities and Exchange Commission and the Financial Industry Regulatory Authority, but is not licensed or registered with any financial 
services regulatory authority outside of the U.S.  Non-U.S. residents who maintain U.S.-based financial services account(s) with Wells Fargo Advisors may not be afforded certain 
protections conferred by legislation and regulations in their country of residence in respect of any investments, investment transactions or communications made with Wells Fargo 
Advisors.  

Wells Fargo Advisors is a trade name used by Wells Fargo Clearing Services, LLC and Wells Fargo Advisors Financial Network, LLC, Members SIPC, separate registered broker-dealers and 
non-bank affiliates of Wells Fargo & Company. PM-06092027-8657596.1.1 
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