
© 2025 Wells Fargo Investment Institute. All rights reserved. Page 1 of 5 

 

Brian Rehling, CFA 
Head of Global Fixed Income Strategy 

Mason Mendez 
Investment Strategy Analyst 

Blockchain technology basics 

Key takeaways 

• Blockchain is an innovative way to record and share information without needing a central entity or 
company. 

• Blockchain is literally a “chain of blocks,” secured by cryptography and group agreement, making it reliable 
for keeping honest records.1 

Blockchain is a simple yet powerful way to keep records digitally. It’s like a shared notebook that many people can 
write in, but once something is written, it cannot be changed or erased. This technology was first implemented in 
2008 by someone (or a group) using the name Satoshi Nakamoto to support bitcoin, the first native blockchain 
digital asset.  

The key idea is that the blockchain is decentralized, so that no single person, company, or government controls it. 
Instead, it is run by a group of computers — called nodes — that work together. In public networks like Bitcoin and 
Ethereum, anyone can set up and own a node by downloading the software and connecting to the network. These 
nodes are spread out all over the world and check each other’s work in an effort to make sure everything is fair and 
accurate. This setup builds trust because everyone can see the records, and it’s hard for anyone to tamper with 
them. 

Blockchain gets its name from how it stores information — in “blocks” that are linked together like a “chain.” Each 
block holds details about a transaction, such as one person sending bitcoin to another person. The chain grows as 
new blocks are added, creating a permanent history that’s secure from tampering as the “blocks” are 
cryptographically linked, making any alternation detectable and requiring enormous computational power to 
rewrite the entire chain.  

How blockchain works 

Think of blockchain as a chain of locked boxes. Each box (a block) contains a list of events or transactions, plus 
some extra details to help keep it secure. 

  

 
1. What is blockchain, McKinsey & Company. June 6, 2024. 
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When someone wants to add new information, like “Person A sends 5 units of a digital asset to Person B,” it’s 
grouped with other similar items into a new block. Every block has three main parts:2 

• The data: This is the actual information, like the transaction data. 

• A timestamp: This is just the date and time when the block was made, like a postmark on a letter. 

• A hash: This is a special code, like a unique fingerprint3. It’s created using math rules (called cryptography) 
that turn the block’s contents into a short string of letters and numbers. If you change even one tiny thing 
in the block, the hash changes completely. 

What makes the chain durable is that each new block includes the hash from the previous block. So, Block 2 has 
Block 1’s hash inside it, Block 3 has Block 2’s, and so on. If someone tries to change something in an old block, all 
the hashes after it would break, and everyone would notice. 

Generally, transactions are added to a temporary pool4 and, when enough transactions build up, a new block is 
created to bundle them together. To add a new block, the network must agree on it. This agreement is called 
consensus. It’s like a group vote to make sure the information is correct. The consensus can be achieved in ways 
that differ across blockchains: 

• Proof of work (PoW): This is used on the Bitcoin platform. Computers (nodes) race to solve a hard math 
puzzle. The first one to solve it gets to add the block and earns a reward. It’s like mining for gold — it takes 
a lot of energy and computer power, but it helps keep the system secure because tampering would cost too 
much. To tamper with an established PoW network like Bitcoin would require someone to control more 
than half of the network’s computational power. Currently, this would require massive amounts of 
specialized hardware and consume enormous amounts of electricity. 5  

• Proof of stake (PoS): This is used on the Ethereum platform6. Security of the network is achieved through a 
system where people pledge their own digital assets as collateral to participate. This deters malicious 
behavior because any attempt to tamper with the blockchain records — such as approving invalid 
transactions — results in “slashing.” That means part or all the malicious actors stake is forfeited as a 
penalty, making attacks economically unviable as controlling the network requires acquiring a majority of 
the staked coins, which in established networks would be prohibitively expensive.7 To encourage people to 
pledge collateral to secure the system, the network distributes rewards. Rewards are distributed by 
pseudo-randomly selecting participants based on the size of their pledge, with larger commitment 
increasing selection chances8. The Ethereum participant chosen to propose and validate a new “block” of 
transactions earns transaction fees and newly minted digital assets as an incentive for maintaining 
network integrity.9 

Here is a step-by-step process: 

1. Someone starts a transaction and sends it to the network. 

 
2. Structure and Components of a blockchain, bytefederal. Novermber 10, 2025. 
3. What is a blockchain, McKinsey & Company. June 6, 2024. 
4. Memory Pool, learnmeabitcoin.com. August 30, 2025. 
5. Why Does Bitcoin Mining Use Energy, River Learn. November 10, 2025. 
6. Proof-of-stake, Ethereum.org. October 21, 2025. 
7. Why Does Bitcoin Mining Use Energy, River Learn. November 10, 2025. 
8. Proof-of-stake, Ethereum.org. October 21, 2025. 
9. Proof-of-stake, Ethereum.org. October 21, 2025. 



Special Report | November 13, 2025 

© 2025 Wells Fargo Investment Institute. All rights reserved. Page 3 of 5 

2. Computers (nodes) perform an initial check on the transaction to see if it is valid — for example, does the 
sender have enough of the digital asset to send? 

3. Valid transactions are bundled into a block, and a new hash is generated. 

4. Computers (nodes) use consensus (like PoW or PoS) to validate the block. While the individual transactions 
have already gone through an initial check, a final consensus or agreement is needed to avoid discrepancies 
and provide a consistent record. This can take several minutes or be completed quickly based on the 
network.10 

5. The block is added to the chain, and every computer (node) updates its copy of the notebook. 

Because copies are shared across the blockchain network of computers, if one computer goes down, another keeps 
going. And since the blockchain is locked with hashes, it is very hard to fake or change past records.11 

Key characteristics of blockchain 

We believe blockchain is innovative because of a few important features. 

• Decentralization: No one entity maintains blockchain making it more difficult for a bad actor(s) to take 
create fraudulent activities on a blockchain. 

• Transparency: The whole blockchain is open to the public, like a public bulletin board. But users can stay 
somewhat private — users use codes (called addresses) instead of names. 

• Security: The math behind hashes and the group checks makes it tough to hack.12 To infiltrate the 
blockchain system, you would need more than half of the network’s power (blockchains rely on consensus 
to consider what is valid; majority rules), which is very expensive and impractical for big blockchains. 

• Immutability: This means that once data is recorded in a block and added to the chain, it cannot be altered 
or deleted without detection.13 This is a key characteristic because it helps build trust and reliability in the 
system, making blockchain a consideration for applications like secure transactions, audits, and verifiable 
histories where integrity is paramount. 

• Efficiency: Blockchain can help cut out the middleman — in this case intermediaries like payment 
processors or third-party processors who facilitate transactions, verify identities, or handle data between 
parties. This can help make things quicker and cheaper, though busy times can slow down the efficiency 
and speed of recording everyone’s transactions. 

Of course, blockchain technology is not perfect. 

Potential disadvantages of blockchain 

• Scalability issues: Some blockchain networks like Bitcoin process a limited number of transactions per 
second, that can lead to slow confirmation times and high fees during peak usage.14  

• High-energy consumption: PoW blockchains require massive computational power for mining, consuming 
enormous amounts of electricity and contributing to environmental concerns like carbon emissions.15 

 
10. Block Validation, Wall Street Mojo. November 6, 2023. 
11. Bitcoin With No Internet: What Happens To Bitcoin If The Internet Goes Down?, Bitkan. September 2, 2024. 
12. Can Bitcoin Be Hacked? River Learn. River.com. 
13. What is a blockchain, McKinsey & Company. June 6, 2024. 
14. The problem of scalability in the bitcoin network. Bitpanda.com 
15. Bitcoin Energy Consumption Index. Digiconomist. 
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• Regulatory uncertainty: Governments worldwide have varying or unclear regulations on blockchain and 
digital assets, which can create legal risks. 

• Irreversibility of transactions: Once confirmed, a transaction cannot be reversed, meaning errors or 
fraudulent transactions result in permanent losses without recourse, unlike traditional banking systems.16 

Blockchain adoption is accelerating rapidly as a distributed ledger technology, with the total digital asset market 
capitalization having grown from around $776 billion in 2020 to over $3.6 trillion as of November 2025.17 Over 
the next decade, this innovation holds the potential to transform industries by enabling secure, peer-to-peer 
transactions in finance, supply chain management, and healthcare while disrupting traditional models through 
enhanced efficiencies, transparency, and new opportunities for direct interactions among users – for example, large 
box stores can use blockchain to track food products through its supply chain for faster safety checks and recalls, 
delivery carriers improve package traceability and resolve shipping disputes more efficiently, and global shippers 
can apply it to global shipping logistics to reduce paperwork and speed up processes.  

  

 
16. Why blockchain transactions are irreversible. Tokenmetrics.com 
17. Coingecko.com, as of November 3, 2025. 
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Risks Considerations 

This document is a general communication being provided for educational purposes only. It is educational in nature and not designed to be taken as advice or a recommendation for any specific 
investment product or strategy. Any examples used are for illustration purposes only. This material does not contain sufficient information to support an investment decision and it should not be 
relied upon by you in evaluating the merits of investing in any securities or products. Any forecasts, figures, opinions or investment techniques and strategies set out are for information purposes 
only, based on certain assumptions and current market conditions and are subject to change without prior notice. All information presented herein is considered to be accurate at the time of 
production, but no warranty of accuracy is given and no liability in respect of any error or omission is accepted. It should be noted that investment involves risks, the value of investments and the 
income from them may fluctuate in accordance with market conditions and taxation agreements and investors may not get back the full amount invested.  

Digital assets are not a physical currency, nor legal tender. Investors must have the financial ability, sophistication/experience and willingness to bear the risks of an investment, and a 
potential total loss of their investment. An investor could lose all or a substantial portion of his/her investment. Digital assets  have limited operating history or performance. Digital 
Assets are sometimes exchanged for U.S. dollars or other currencies around the world, but they are not backed or supported by any government or central bank. Their value is completely 
derived by market forces of supply and demand, and they are more volatile than traditional fiat currencies. 

Bitcoin and other cryptocurrencies are a very speculative investment and involves a high degree of risk. Investors must have the financial ability, sophistication/experience and 
willingness to bear the risks of an investment, and a potential total loss of their investment. An investor could lose all or a substantial portion of his/her investment. Cryptocurrency has 
limited operating history or performance. Fees and expenses associated with a cryptocurrency investment may be substantial. Cryptocurrencies are sometimes exchanged for U.S. dollars 
or other currencies around the world, but they are not backed or supported by any government or central bank. Their value is completely derived by market forces of supply and demand, 
and they are more volatile than traditional fiat currencies 

General Disclosures  

Global Investment Strategy (GIS) is a division of Wells Fargo Investment Institute, Inc. (WFII). WFII is a registered investment adviser and wholly owned subsidiary of Wells Fargo Bank, 
N.A., a bank affiliate of Wells Fargo & Company. 

The information in this report was prepared by Global Investment Strategy.  Opinions represent GIS’ opinion as of the date of this report and are for general information purposes only 
and are not intended to predict or guarantee the future performance of any individual security, market sector or the markets generally. GIS does not undertake to advise you of any 
change in its opinions or the information contained in this report. Wells Fargo & Company affiliates may issue reports or have opinions that are inconsistent with, and reach different 
conclusions from, this report. 

The information contained herein constitutes general information and is not directed to, designed for, or individually tailored to, any particular investor or potential investor.  This report 
is not intended to be a client-specific suitability or best interest analysis or recommendation, an offer to participate in any investment, or a recommendation to buy, hold or sell 
securities. Do not use this report as the sole basis for investment decisions. Do not select an asset class or investment product based on performance alone. Consider all relevant 
information, including your existing portfolio, investment objectives, risk tolerance, liquidity needs and investment time horizon. The material contained herein has been prepared from 
sources and data we believe to be reliable but we make no guarantee to its accuracy or completeness. 

Wells Fargo Advisors is registered with the U.S. Securities and Exchange Commission and the Financial Industry Regulatory Authority, but is not licensed or registered with any financial 
services regulatory authority outside of the U.S.  Non-U.S. residents who maintain U.S.-based financial services account(s) with Wells Fargo Advisors may not be afforded certain 
protections conferred by legislation and regulations in their country of residence in respect of any investments, investment transactions or communications made with Wells Fargo 
Advisors.  

Wells Fargo Advisors is a trade name used by Wells Fargo Clearing Services, LLC and Wells Fargo Advisors Financial Network, LLC, Members SIPC, separate registered broker-dealers and 
non-bank affiliates of Wells Fargo & Company. PM-05072027-8583235.1.1 
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